ABSTRACT
INTRODUCTION OF PROBLEM DOMAIN
The use of multiple stages of permutation and substitution results in a more complex algorithm, which increases the difficulty of cryptanalysis.
There are two categories of methodologies to break the DES encryption [EFF] .
Brute Force Attack
In this attack attacker apply all possible combination of keys, to find the desired key.
Cryptanalysis Attack
This attack rely on the nature of the algorithm plus perhaps some knowledge of the general characteristics of the plaintext or even some sample plaintext-Cipher text pairs. This attack exploits the characteristics of the algorithm to attempt to deduce a specific plaintext or to deduce the key being used. Following are the different types of attacks on encrypted massage using Cryptanalysis [NICH96] .
Types of Attack Known to Cryptanalyst
Cipher Purported cipher text chosen by the cryptanalyst, together with its corresponding decrypted plaintext generated with the secre key.
Table 1
For most of its life, the prime concern with DES has its vulnerability to brute force attack because of its relatively short(56 bit) key length. However if we want to break triple DES using two key, the key length will increase to double that is 112. 2. searching for a known difference in output 3. when same subkeys are used 4. have some input difference giving some output difference with probability p.
5. if find instances of some higher probability input / output difference pairs occurring 6. can infer sub key that was used in round 7. then must iterate process over many rounds 
Linear Cryptanalysis
A more recent development is linear cryptanalysis, where i a ,j b ,k c are bit locations in P,C,K .
2. Gives linear equation for key bits.
3. Get one key bit using max likelihood algorithm.
4. Using a large number of trial encryptions.
Effectiveness given by: |p-1/2|
Although this is a minor improvement, because it may be easier to acquire known plaintext rather than chosen plaintext, it still leaves linear cryptanalysis infeasible as an attack on DES. So for, little work has been done by other groups to validate the linear cryptanalytic approach.
ANALYSIS OF MEET IN THE MIDDLE ATTACK

Method Description
The Meet in the middle attack is a cryptographic attack which, like the birthday attack, makes use of a space- Meet in the middle attack uses three stages of encryption with two different keys. The function follows an encrypt-decrypt-encrypt (EDE) sequence.
C = E( K1,D( K2,E( K1,P ) ) )
Decryption requires that the keys be applied in the reverse order ; P = D ( K1,E( K2,D( K1,P ) )
DFD of Meet in the Middle
Based on the observation that if we know A and C , then the problem reduces to that of an attack on double DES.
Of course, the attacker does not know A, even if P and C are known, as long as the two keys are unknown.
However, the attacker can choose a potential value of A and then try to find a known(P,C) pair that produces A.
The attack proceeds as follows [MARK81]:
1. Obtain n (P,C) pairs. This is the known plaintext. Place these in a Suppose it were apparently a key length of 56×2=112 bits, resulting in a dramatic increase in the cryptographic strength. But we need to examine the algorithm more closely. 
IMPLEMENTATION AND RESULT
The result of this implementation is that we are able to find the secret key which is used by the user to encrypt 
